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ABSTRACT

A provider of cloud computing services that offers public cloud solutions can expand its
offerings to the Internet of Things (IoT) sector by allowing third parties to utilize its
infrastructure. This enables the integration of IoT data and/or computational components that
function on IoT devices. In this paper, we consider the issues of reliable computing for the
dynamic IoT Cloud using Role based access control model. The access control model serves
as the essential element in reliable computing. Over the past several decades, numerous
access control models have been created, and of all these models, the role-based access
control (RBAC) model is the most commonly implemented in businesses and various
organizations. Here, first, we introduce the vertical and horizontal computing structures in the
extended IoT Cloud where IoT devices, Edge, Fog, and Cloud are integrated in a layered
infrastructure. Then we design a framework and mechanisms for performing trusty
computing making use of the vertical IoT Cloud to secure the IoT Cloud in vertical and
horizontal computation structures. Specifically, we discuss a general trusty computing pattern
in the IoT Cloud using RRBAC. Our model offers greater extensibility, flexibility, and
adaptability. Our theoretical analysis result show that this model can effectively provide
dynamic and secure access control model.

Keywords:10T, IoT Cloud, Edge Computing, Fog Computing, Access Control, Role-based control model
(RBAC).
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Introduction

The technologies associated with the Internet of Things (IoT) are advancing at a swift pace.
Current estimates suggest that there are tens of billions of physical devices linked to the
Internet, and this figure continues to increase rapidly. Numerous applications for IoT are
currently under development. With the growing number of deployments of IoT systems and
variations of IoT applications, IoT computing structure is becoming increasingly complex. To
support real-time big data analytics for processing data generated by IoT devices in the
physical world, the research community has explored the vertical data/computing structure,
which spans from IoT devices to edge gateways, to fog networks, and to the clouds. The
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paths for data/computation could be pre-built statically or established dynamically. Also,
dynamically arising tasks demand discovery and cooperation of IoT capabilities in the
neighbourhood in real time, which implies the need for edge based horizontal
data/computation structure in the IoT Cloud. Security is an important issue in the loT Cloud
infrastructure. With various computing scenarios in the IoT world, there are different issues
related to security and trustworthy computing. When dynamic data/computing flow structures
are considered, the security of the system becomes more challenging [1]. In this paper, we
consider the methods for achieving trustworthy computing in the vertical and horizontal loT
infrastructure resort to RRBAC (Resource and Role hierarchy Based Access Control) model.
Role-based access control (RBAC), this policy is very simple to use. In RBAC roles are
assigned by the system administrator statically. In which access is controlled depending on
the roles that the users have in a system. Access control is the most fundamental component
in trustworthy computing. Many access control models have been extensively investigated in
the literature and they can be used in IoT Cloud. However, due to the large number of IoT
resources and their diverse properties, privilege assignment could be an issue.

We consider the resource hierarchy to organize the IoT resource and use an RRBAC
(Resource and Role hierarchy Based Access Control) model for access control in IoT Cloud.
Another issue in the IoT Cloud is its open and dynamic nature. We discuss the general
framework for performing trustworthy computing in the vertical IoT Cloud and use two
examples, intrusion detection and certificate authority, to illustrate the idea. In any IoT Cloud
computation, in the vertical or horizontal structures, there will be information flow through a
sequence of computing resources, which may be trustworthy under the potentially
untrustworthy IoT Cloud infrastructure. The rest of this paper is organized as follow. In
Section 2, we discuss the [oT cloud infrastructure and the vertical and horizontal computation
structures in this infrastructure. Section 3 discusses the trustworthy computing issues in loT
cloud and how to perform trustworthy computing in the vertical IoT cloud structure. An
advanced access control and policy specification model is introduced in Section 4 for loT

cloud with high mobility. Section Sconcludes the paper.

10T Cloud Infrastructure

[oT devices are being deployed at an increasing rate. A majority of these IoT devices are
sensors and they continuously generate a large amount of data [2]. Generally, IoT devices
have limited computing power and storage space, and require power management to prolong

their battery lives. Thus, they are not suitable to store and process the data continuously
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generated by themselves. Cloud provides enormous computing and storage capacities which
offers an effective and economic platform for loT data processing and storage. However, the
centralized nature of the cloud data centres brings potential concerns for IoT computing. The
wide-area network (WAN) bandwidth is limited and transferring the large amount of data
from the IoT devices to the cloud can causes severe latency. With the increasing number of
IoT devices, the WAN can be highly congested, further causing delays. Many [oT systems
collect data for real-time decision making, and the significant latency can make the decisions
meaningless. To resolve the network latency problem, edge and fog computing solutions have
been proposed for the IoT cloud. Edge and fog computing take the computation away from
the central cloud to the edge [3, 4]. Edge nodes generally serve as the gateway for the [oT
devices and can perform some preliminary computations. Fog Computing is coined by
CISCO, which is a mini-scale cloud that sits beneath the Cloud and much closer to the edge
[5]. In this section, we discuss two IoT cloud computing structures, vertical and horizontal,

that make use of the extended 10T cloud infrastructure.

Vertical IoT Cloud Infrastructure

Due to the limited computing resources on the edge nodes and fog LANSs, they cannot always
stand alone to perform all the computations on the continuous data streams from the IoT
devices. Thus, the layered infrastructure, from IoT devices, to the edge gateways, to the fog
LAN:Ss, and to the cloud should be integrated to provide real time and powerful computation
for the IoT systems. This “vertical IoT cloud computing structure” is depicted in Figure 1.
Continuous data generated from the IoT devices are streamed to the edge, fog, and cloud.
Computations are decomposed such that preliminary decisions can be made on the nearby
edge nodes and fog LANs. The cloud can handle intensive computations and globalized data
processing. The layered vertical IoT cloud could have static or dynamic data/computation
structures. In a static setting, the IoT devices are connected to a specific edge gateway. Each
specific edge gateway is connected to a specific fog LAN. The fog LAN then connects to a
specific cloud. However, a static configuration could incur resource underutilization, have
unbalanced load, and be prone to single-point failures. Thus, it is frequently desirable to have
dynamic IoT cloud configurations. The dynamic vertical IoT cloud structure is illustrated in
Figure 1, where the black dotted lines are the default connections and the red lines represent

the dynamically selected connections for non-dedicated data and computation flow paths.
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Figurel: Vertical IoT Cloud Computing Structure.

Horizontal IoT Cloud Infrastructure

In the vertical IoT cloud, we consider the dynamics in forming the data/computing flow paths
for processing the continuous IoT data streams. However, there are additional dynamics in
the IoT cloud. Many existing IoT systems, such as smart homes, smart buildings, smart
manufacturing, etc., are built statically. These systems consider a set of pre- selected IoT
devices at known locations and control devices to perform some predefined tasks and handle
some anticipated events. In order to make the best use of the available 10T capabilities, we
need to consider handling dynamically arising tasks in IoT systems. Service computing
techniques, including IoT service discovery and composition can be used to dynamically
discover and compose [oT capabilities to handle the dynamic tasks, and this has to be done
by nearby IoT resources and in real time. We consider an edge-centric horizontal IoT cloud
computing structure for peer-to-peer loT service discovery, composition, and execution. The
horizontal edge structure cannot standalone either. For example, in order to perform access
control during service execution, we may need the assistance of the higher-level computing
resources, including the fog and cloud. Figure 2 shows the edge-centric horizontal IoT cloud
structure in the extended IoT cloud infrastructure. In figure 2, where the black dotted lines are
the connections and the green lines represent horizontal edge-to-edge connections. Between
dedicated data and computation flow paths.
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Figure 2: Horizontal Edge-Centric IoT Cloud Structure

Trustworthy Computing by IoT Cloud Infrastructure

Security is an important issue for IoT cloud, especially in dynamic IoT computing
structures. In any system, access control is the basis for security protection, which
involves tasks such as identity management, authentication, authorization, policy
specification [6]. Thus, we have to rely on the vertical IoT cloud computing structure to
support trustworthy computations. In this section, we introduce the basic framework for
[oT Cloud computing model. The central idea is to use the vertical IoT-Cloud structure
to support the security related computations that cannot performed by the IoT devices
alone [7]. We use intrusion detection as an example to show the structure of the frame
work, which is illustrated in figure 3. An [oT device does not have sufficient power to
perform intrusion detection computation, so it passes its traffic data to the edge node [6].
The edge node hosts a learnt model for intrusion detection that is specific for the local
domain. It takes the traffic data and determines whether there is an intrusion. The edge
node also passes the traffic data up. At the fog node, incremental learning is performed to

add the new traffic data as the training input to further enhance the intrusion detection
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model. At the cloud node, a globalized analysis is performed on traffic data from
different sources to greatly enhance the learning effects. Whenever the model has
relatively significant changes, it is passed down to the edge node to improve its intrusion
detection capability. Many other trustworthy computing tasks can be executed in the loT
cloud using the framework. For example, consider the access control mechanism in the
IoT cloud. Generally, authentication and authorization are performed by a Certificate
Authority (CA). The CA hosts the access control policies. Upon authentication, the
access rights for a user are provided as a signed certificate (token) and passed back to the
application representing the user. But policy hosting and policy validation can be
computing and memory intensive. Thus, we decompose the CA task in the IoT cloud. An
important question for the trustworthy computing model given in Figure 3 is whether we
can trust the edge and fog nodes. The edge node may return an opposite decision for
intrusion detection or grant permission to an illegitimate access, which makes the
trustworthy computing un-trustable. Note that it is more likely that we can harden the
security of one centralized node to perform trustworthy computing tasks. But there are a
large number of edge nodes and hardening the security for all of them at the same level
as a central node will be infeasible. The probability of one of these edge nodes being
compromised can be very high. Thus, additional mechanisms are desirable to ensure that
the security related computations are performed in a more trusted manner. We can use
hierarchical CAs and let the higher level CAs monitor the behaviors of low level CAs by
sampling their decisions. The validation data can be passed directly from the data source.
Also, replication with majority voting can also be used to ensure robustness and
trustworthiness of the trustworthy computing tasks. To achieve security and trustworthy
computing in IoT systems, we need to first consider the insufficient computing power
needed for these computations. Thus, we need to make use of the vertical IoT computing
infrastructure to perform trustworthy computing for IoT devices. How to decompose the
specific trustworthy computing tasks and allocate them to the computing resources along
the vertical IoT cloud structure is application dependent. We discuss the general
framework for performing trustworthy computing in the vertical IoT cloud and use two
examples, intrusion detection and certificate authority, to illustrate the idea. Also, the
trustworthiness and robustness of the computing resources in the IoT cloud can be a
concern and we consider some common solutions that is Permission Management,

Integrated data provenance and Information flow control based on the IoT Cloud for
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performing trustworthy computing securely under the potentially untrustworthy IoT

cloud infrastructure.
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Figure 3: Trustworthy Computing Model in the IoT Cloud

Access Control Model for Dynamic IoT Cloud

As discussed in Section 3, access control is the most fundamental component in trustworthy
computing. Many access control models have been developed in the past three decades and
among all these models, role-based access control (RBAC) models [8] are most widely used
in enterprises and other organizations. Role-based models can greatly cut down the cost for
policy specification. Furthermore, the role hierarchy within RBAC offers a natural depiction
(role hierarchy) of the user structure within an organization. Each role accurately reflects the

responsibilities and authority associated with the user in the designated position. The RBAC
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model emphasizes the creation of a hierarchy among subjects to minimize the complexity
involved in specifying and managing access rights; however, it does not apply the same
principle to objects (i.e., the resources that need to be accessed). In the context of IoT cloud,
there exists a vast array of resources.If permissions have to be assigned for individual IoT
resources to roles, permission assignment and management can have a very high complexity,
likely to be infeasible [9]. RBAC model also has limitations in highly open environment
where no role hierarchy can be formulated [10] In RBAC, the only alignment required for
interoperation is to map the roles from one domain to another and role mapping techniques
has been well explored [11]. For interoperation in ABAC, we need to align the attributes as
well as the values for the attributes. If two systems do not have equivalent attributes, it is
impossible to align them. We had extended the RBAC model and created the RRBAC
(Resource and Role hierarchy Based Access Control) model [12] to circumvent the problems
in RBAC and ABAC discussed above. Similar to role hierarchy, IoT resources can be
organized in a hierarchy and permissions can be assigned based on the resource hierarchy. By
providing resource hierarchy as a part of the access control model, we can greatly simplify
access rights assignments using the resource groups and privilege inheritance concept on the
resource hierarchy. The high level RRBAC model is formally specified in Section 4.1. For
the dynamic and open IoT systems, we develop a “resource role hierarchy” based access
control model to support easy policy specification. An entity in the system can build a
resource role hierarchy to specify its view of the other entities in the system without knowing
the specific entities. We integrate the RBAC model with RRBAC so that access control
policies can be specified based on the relative role hierarchy and resource hierarchy [13].
When a dynamic IoT network is formed, the other entities are mapped to the relative role
hierarchy of entity based on their attributes. The attribute values are obtained by mining the
societal databases and social networks. The resource role hierarchy concept is presented in

Section 4.2.

Role-Based Access Control Model (RBAC)

Role-Based Access Control approach (RBAC), a policy mechanism defined roles and
privileges. This approach scales better than other models. However, when talking about a
huge number of devices, managing roles for individual entities the possibility of grouping
sensors and assigning roles to those that have the same rights is a good solution for this
problem. For providing access rights to user it is important to know the user’s responsibilities

assigned by the organization. RBAC try to reduce the gap by combining the forced
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organizational constraints with flexibility of explicit authorizations [14]. RBAC mostly used
for controlling the access to computer resources. RBAC is very useful method for controlling
what type of information users can utilize on the computer, the programs that the users
execute, and the changes that the users can make. In RBAC roles for users are assigned
statically, which is not used in dynamic environment. It is more difficult to change the access
rights of the user without changing the specified roles of the user. RBAC is mostly preferable
access control model for the local domain. Due to the static role assignment it does not have
complexity. Therefore, it needs the low attention for maintenance [15, 16]. Role is nothing

but the abstractions of the user behaviour and their assigned duties [17].

USERS ROLES OBJECTS

Figure 4: Access Control Model of Role-Based

Essentially, role-based access control policies must identify the roles present within the
system. A role can be described as a collection of responsibilities and actions linked to a
specific work activity. In an access control security model, a role is viewed as a job-related
access right that can be assigned to authorized users within an organization. This enables

authorized users to fulfill their associated responsibilities. [16, 17].
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Figure 5: A Mapping of User-Role-Permission
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A permission p is a pair < trans, objset >, where trans represents the transaction that executes
on the set of objects that is objset. Consider P indicate the universal set of permissions, Trans

indicate the universal set of transactions, and Obj indicates the set of objects.

Resource and Role Hierarchy Based Access Control (RRBAC)

The big difference between RRBAC and RBAC is that RRBAC can support open and
distributed environments. RRBAC is suitable for multiple security domains with different
applications. Figure 6 is the structure graph of RRBAC model. From Figure 6, the users are
distributed anywhere, in a school, in a company etc. In every security domain, the
administrator is charge of managing the sessions and roles. Usually, the sessionIDs are
randomly generated as a procedure for a user to perform actions. The roles are man-made
according to the registration of the resources. The resources are also distributed. After a
resource registers and passes the examination, it can become a legitimate resource. Surely, a

valid resource is treated as a part of the domain [18].
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Figure 6: Diagrammatical Representation of RRBAC model

Conclusion

Here we discuss a framework and corresponding techniques, such for performing reliable
computing using edge-centric vertical Cloud computing structure for IoT Cloud. The main
Contribution of this paper is to propose a flexible Resource and Role Hierarchy Based Access
Control (RRBAC) model for the open and dynamic Cloud environment. Working from the
traditional RBAC model, the proposed RRBAC model is more extendable, flexible and

adaptive, and stays isolated. Role-based models can greatly cut down the cost for policy
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specification. Access Control is the process or mechanism for giving the authority to access
the specific resources, applications and system. Access control defines a set of conditions or
criteria to access the system and its resources. In Role Based model creates different
authorities’ permissions by assigning access rights to specific roles or jobs within the
company then role-based access control assigns these roles to users, it is effectively
implemented in an organization because files and resources are assigned according to the
roles. Assigning roles to the user was done by the system administrator. In, this, Roles are
assigned affected to each resource. For example, roles can decide a resource to be used at
certain times of the day. RRBAC allow the data owners to use the trust evaluation to decide
to save their data in the [oT the primary contribution of this paper is to comprehend the trust
models that allow owners and roles to assess the trustworthiness of specific roles and users
within the RBAC system. Cloud. RRBAC model provides a flexible approach for many
security domains. RRBAC facilitates various forms of resource sharing within an open
distributed environment. Consequently, the RRBAC model offers a self-adaptive framework
that is sufficiently flexible to be integrated with any distributed and dynamic policy,
employing a strategy that is dynamic, robust, and highly scalable.
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